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CYBER RESILIENCE
FOR THIRD SECTOR

Understand & enhance your charity's cyber resilience
through compelling case studies, interactive workshops,
and connect with like-minded people within the third
sector.

Learn more about the Scottish Government’s Third Sector
Cyber Resilience Action Plan and the steps SCVO are
taking, in partnership with Scottish Government, to
develop and implement it across the third sector.

Aimed at all roles, whether you are a board
member/trustee, IT specialist or concerned employee,
our interactive workshops led by industry experts will
empower you with practical skills, allowing you to actively
engage and apply cyber resilience concepts to your
unique context.
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09.30-10.00 Arrival

10.00 -10.10 Welcome

e Karen Meechan, ScotlandIS CEO
e Anna Fowlie, SCVO CEO

10.10-10.40 Cyber Threat Landscape for Charities
 National Cyber Security Centre (NCSC)

10.40 - 11.00 Update on Scottish Government’s Third Sector
Cyber Resilience Action Plan

e Cabinet Secretary, Angela Constance MSP

11.00-11.20 Break

Networking, Tea and Coffee

11.20 - 12.00 Fireside Chat

e David McNeill, Director of Development, SCVO
e John Stoner, Information Systems Manager, SAMH
e Ade Worley, Head of InNformation Technology, RZSS
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12.00 -12.30 Building a Robust Cybersecurity in
Charities: Case Study

e Robbie Ross, CSO, Converged Communication Solutions
e Elaine Brown, CEO, The Edinburgh Remakery

12.30-13.30 Lunch
Networking

13.30-14.30 WORKSHOP 1 (Board/Trustee Level):
Cyber Essentials & Toolkits for Charity Boards

e Neil Furminger, Cyber Essentials Manager, IASME

13.30-14.30 WORKSHOP 1 (Operational, non-technical):
Practical Cybersecurity Steps for Charities

e John Hay, Head of Information Security, Net-Defence

13.30-14.30 WORKSHOP1 (Operational, technical):
Data Protecion, Compliance, Security

e Laura Irvine, Head of Regulatory Law, Davidson Chalmers
e Jacob Duane, CEO, Stellastra
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14.30 - 15.00 Break

Networking, Tea and Coffee

15.00 - 16.00 WORKSHOP 2 (Board/Trustee Level):
Tabletop Ransomware Exercise

e OSP Cyber Academy

15.00 -16.00 WORKSHOP 2 (Operational, non-technical):
Incident Response/Udder Disaster Exercise

e Finlay Sturrock, Infosecurity Consultant, Waterstons

15.00-16.00 WORKSHOP 2 (Operational, technical):
Cyber Incident Simulation

e Jonathan Ellwood, Head of Cyber Incident Exercising &
Response, IASME

16.00-16.30 Demystifying Cyber
e Kurtis Toy, CEO, Onca Technologies

16.30-16.45 Close - Key Targets and Takeaways

e Beverly Bowles, Head of Cyber, ScotlandIS
e Alison Brogan, Cyber Resilience Coordinator, SCVO

16.45 -17.30 Networking Drinks Reception
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